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Let’s start with some context



Emission Security

POwer
Vibrations . .
. Compromising emanations
So\)“ Light . o o o
D related to digital activity

Y

-

R. J. Anderson, “Security Engineering - a Guide to Building Dependable Distributed Systems” (2. Ed.) (Wiley, 2008).




What attacks are possible? Side Channels

Cli

Statistical analysis lh K
Key recover

.)))

D. Agrawal et al., “The EM Side-Channel(s),” in CHES 2002.



What attacks are possible? TEMPEST

Recovery of the
'))) plaintext signal (e.g., P
video on the screen)

Attacker

=y

“TEMPEST: A Signal Problem” (NSA, 1972).
W. van Eck, “Electromagnetic Radiation from Video Display Units: An Eavesdropping Risk?,” Comput. Secur. 4, no. 4 (1985).



What attacks are possible? TEMPEST

Laptop Cable Image on screen

Image recovered by the
attacker 10m away

Screenshots from https://static.sstic.org/videos2018/SSTIC 2018-06-13 P05.mp4

Nice demo at minute 3.41 .


https://static.sstic.org/videos2018/SSTIC_2018-06-13_P05.mp4

Context: Soft-TEMPEST

In theory...
Fully disconnected I;li N

Even an attacker able to execute L.u_.—|i N@

code cannot exfiltrate data :'

Air-gapped device
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Context: Soft-TEMPEST

In theory... I:—Ii

Fully disconnected

o
Even an attacker able to execute I:-Ii N@

code cannot exfiltrate data
Physical leakage... Attacker’s Software ;é

Software execution triggers
and modulates EM radiation ‘)))
In practice... Air-gapped device

Exfiltrate data via EM radiation
Communication is possible! Attacker

M. G. Kuhn and R. J. Anderson, “Soft Tempest: Hidden Data Transmission Using Electromagnetic Emanations,” in Information Hiding (1998).



Let’s focus on Soft-TEMPEST
i.e. transmissions using software-controlled leakage



Background: the old classic "Tempest for Elise" example

File Tools View Help

@ Tempest - Make Your Mo X = + = :
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Beethoven's Fur Elise
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https://www.youtube.com/watch?v=DIVM9xgGKx8 My laptop + HackRF radio


https://www.youtube.com/watch?v=DlVM9xqGKx8

Background: soft-TEMPEST communications 101

Goal
Modulate a carrier
to transmit data

Find something that
produces EM leakage
e.g., DRAM access

Modulate it
based on data to transmit

L 101101

— doSomething() MN

— WG DAY VAR



Background: modulation 101

Carrier
Sinusoidal wave at
radio frequency

OO0K
On-Off Keying

FSK
Frequency-Shift Keying

Amplitude
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Background: general primitive in related work

start = now()

while( now() — start < T/2 )
doSomething()

while( now() — start < T)
doNothing()

*M. Guri et al., “GSMem: Data Exfiltration from Air-Gapped Computers over GSM Frequencies,” in USENIX Security 2015.
*Z.Zhan, Z. Zhang, and X. Koutsoukos, “BitJabber: The World’s Fastest Electromagnetic Covert Channel,” in IEEE ITC 2010

**C. Shen et al., “When LoRa Meets EMR: Electromagnetic Covert Channels Can Be Super Resilient”, IEEE S&P 2021
**W. Entriken, System Bus Radio, 2013, https://github.com/fulldecent/system-bus-radio.



Background: general primitive in related work

start = now()
while( now() — start < T/2 )
| doSomething() | ~—
while( now() — start < T)
doNothing()

Trigger leakage @F,,.. from SW
E.g., with memory accesses’

*M. Guri et al., “GSMem: Data Exfiltration from Air-Gapped Computers over GSM Frequencies,” in USENIX Security 2015.
*Z.Zhan, Z. Zhang, and X. Koutsoukos, “BitJabber: The World’s Fastest Electromagnetic Covert Channel,” in IEEE ITC 2010

**C. Shen et al., “When LoRa Meets EMR: Electromagnetic Covert Channels Can Be Super Resilient”, IEEE S&P 2021
**W. Entriken, System Bus Radio, 2013, https://github.com/fulldecent/system-bus-radio.



Background: general primitive in related work

start = now()

while( now() — start < T/2 ) ,
“Square wave” @f=1/T | doSomething() | ~—+ Trigger leakage @F,c; g, from SW
P I E.g., with memory accesses
E.g., sys-bus-radio while( now() — start < T )
doNothing()

*M. Guri et al., “GSMem: Data Exfiltration from Air-Gapped Computers over GSM Frequencies,” in USENIX Security 2015.
*Z.Zhan, Z. Zhang, and X. Koutsoukos, “BitJabber: The World’s Fastest Electromagnetic Covert Channel,” in IEEE ITC 2010

**C. Shen et al., “When LoRa Meets EMR: Electromagnetic Covert Channels Can Be Super Resilient”, IEEE S&P 2021
**W. Entriken, System Bus Radio, 2013, https://github.com/fulldecent/system-bus-radio.



I:Ieakage

Background: general primitive in related work

Frequency

+1/T0

A

Frequency

I:Ieakage + 1/T1

I:Ieakage + 1/T2

» Time

OOK

A

» Time

2-FSK (or M-FSK)



Name
Soft-TEMPEST
AirHopper
USBee
GSMem
BitJabber
MAGNETO
ODINI

Matyunin et. al
EMLora

Related work (EM) Simple custom

Leakage Type

Electromagnetic
Elecromagnetic
Elecromagnetic
Elecromagnetic
Elecromagnetic
Magnetic
Magnetic

Magnetic

Electromagnetic

/ modulation/protocol

Publication Venue

Modulation Type

AM, FSK Information Hiding 1998

FSK MALWARE 2014

FSK PST 2016

OOK USENIX Security 2015

OOK, FSK IEEE ITC 2020

OOK, FSK ArXiv 2018

OOK-(many cores), FSK IEEE Trans. Inf. Forensics
Secur. 2020

OOK, FSK ASP-DAC 2016

C§S\ IEEE S&P 2021

A first step towards more
advanced modulation



Limitations of previous work

Simple custom modulation
Mostly OOK or FSK, often requires custom receivers

Simple custom protocol
No error correction, etc.

Not flexible
Only one fixed modulation

Single application
Exfiltration from air-gapped devices



Meanwhile the real radios...

Software-defined
Signals entirely defined in software
Minimal hardware to create the actual waves

Arbitrary modulation
Can shape generic signals
Advanced modulation techniques possible

Advanced protocols
E.g., error correction

Flexible
Can handle virtually any protocol / application

Data

l

/ Conventional analog radio front-end \




Can we make Soft-TEMPEST more similar to a real software-
defined radio and give way more performance and flexibility
to the attacker?



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Goal: Can we do more?
Noise-SDR
Unprlwleged software

Arbitrarily modulated EM leakage

+ Software-defined: flexibility, existing protocols
+ Advanced PHY layer: performance
+ More applications: exfiltration, tracking, injection, ...

EURECOM

sssssssssssssss



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Challenge: from square wave to generic passband signal

Arbitrary
on Of E@“ﬂgglfﬂkxe’e'g" AM/FM/PM
A \ / Ay
| T/ > [,
Unprivileged software: ? ?

1. DRAM access: “EM leakage ON”
2. Do nothing: “EM leakage OFF”

sssssssssssss



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Solution: leverage pass-band one-bit coding (RF-PWM)

Long story short: approximate a modulated sine-wave with a square wave

Amplitude

Time

P. AJ Nuyts, P. Reynaert, and W. Dehaene, “Continuous-Time Digital Front-Ends for
Multistandard Wireless Transmission” (Springer, 2014). EUREC OM



G. Camurati, A. Francillon

Noise-SDR, IEEE S&P 2022

Background: fundamental of a modulated square wave

Amplitude change
A Frequency change

Phase change

v

Pulse widh change
A Pulse frequency change

Pulse phase change

F

fo-B fo+B

Baseband component

Fundamental component

Harmonics

- Cosine

- Square

sssssssssssss



G. Camurati, A. Francillon

Amplitude

PSD (dB/Hz)

Noise-SDR, IEEE S&P 2022

Example: good approximation in the band of interest

'n
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EURECOM
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G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Noise-SDR: Arbitrary Modulation of EM noise
Data

\

} Digital Hardware

I:Ieakage (DRAM)
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Noise-SDR: Arbitrary Modulation of EM noise

Dat
ata .
(existing SDR f
Physicallayer  togyy

I a6

} Digital Hardware
I:Ieakage (DRAM)
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Noise-SDR: Arbitrary Modulation of EM noise

Data .
(existing SDR f
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Noise-SDR: Arbitrary Modulation of EM noise

Data F
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G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Noise-SDR: Arbitrary Modulation of EM noise

Data F
R | o
- (existing SDR f
tool
ools) : a(t)cos(2mf t + 6(t))
‘ a(t),8(t) f=F +F
- } Software ; et
F, (Noise-SDR) f
F
‘ Thighwr T - ’ WWWMMWWWW\MN t

} Digital Hardware RX Filter

I:Ieakage (DRAM)

| f
Modulated radio leakage [ c =Fleakage tFi



How do we implement it in practice?



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: discrete-time RF-PWM

Input: F,, a(n/F.), 6(n/F,), F. Simplified explanation
A
n/Fs
Output:

EURECOM

Sophia Antipaolis
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Implementation: discrete-time RF-PWM

Input: F,, a(n/F.), 6(n/F,), F. Simplified explanation

cos(ZnF,Fn/FS + G(H/Fs))

Output:

»»»»»»»»»»»»»»



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: discrete-time RF-PWM

Input: F,, a(n/F.), 6(n/F,), F. Simplified explanation

(:os(ZnF,,:n/FS + G(H/Fs))

e
O

n/F

EURECOM



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: discrete-time RF-PWM

Input: F,, a(n/F.), 6(n/F,), F. Simplified explanation

A Thigh,i = asin(a(n/ Fs))/ T

(:os(ZnF,,:n/FS + G(H/Fs))

n/F

Output: Tpion1 Ty Thigho Tor Thighs Tas

rrrrrrrrrrrrr



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: software-control

*-***: Time accuracy is fundamental!
start = (Bandwidth, am/fm/pm quantization)
while( —start<T,,, ;)

leakyOperation()
while( —start<T,)
doNothing()

*M. Schwarz et al., “Fantastic Timers and Where to Find Them: High-Resolution Microarchitectural Attacks in JavaScript,” in FC 2017.
**Z.Zhang et al., “Leveraging EM Side-Channel Information to Detect Rowhammer Attacks,” in IEEE S&P 2020
***Z.Zhang et al., “Triggering Rowhammer Hardware Faults on ARM: A Revisit,” ASHES@CCS2018. &S0 0500
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Implementation: software-control

*-***: Time accuracy is fundamental!
start = (Bandwidth, am/fm/pm quantization)
while( —start<T,,, ;)

leakyOperation() =) Leaky™, fast™""
while( —start<T,)
doNothing()

*M. Schwarz et al., “Fantastic Timers and Where to Find Them: High-Resolution Microarchitectural Attacks in JavaScript,” in FC 2017.
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G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: software-control

*-***: Time accuracy is fundamental!
start = (Bandwidth, am/fm/pm quantization)
while( —start<T,,, ;)

leakyOperation() =) Leaky™, fast™""
while( —start<T,)
doNothing()

clock_gettime()
(or p-arch attacks literature)

*M. Schwarz et al., “Fantastic Timers and Where to Find Them: High-Resolution Microarchitectural Attacks in JavaScript,” in FC 2017.
**Z.Zhang et al., “Leveraging EM Side-Channel Information to Detect Rowhammer Attacks,” in IEEE S&P 2020
***Z.Zhang et al., “Triggering Rowhammer Hardware Faults on ARM: A Revisit,” ASHES@CCS2018. &S0 0500
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Implementation: software-control

*-***: Time accuracy is fundamental!
start = (Bandwidth, am/fm/pm quantization)
while( —start<T,,, ;)

leakyOperation() =) Leaky™, fast™""
while( —start<T,) Many in the paper and in general
doNothing()

clock_gettime()
(or p-arch attacks literature)

*M. Schwarz et al., “Fantastic Timers and Where to Find Them: High-Resolution Microarchitectural Attacks in JavaScript,” in FC 2017.
**Z.Zhang et al., “Leveraging EM Side-Channel Information to Detect Rowhammer Attacks,” in IEEE S&P 2020
**%*Z.Zhang et al., “Triggering Rowhammer Hardware Faults on ARM: A Revisit,” ASHES@CCS 2018. S0 05



G. Camurati, A. Francillon

Implementation:

start =

while( —start< T, ;)

leakyOperation() =)
—start<T,)

doNothing()

while(

clock_gettime()
(or p-arch attacks literature)

Noise-SDR, IEEE S&P 2022

software-control

k*  kkk

-""": Time accuracy is fundamental!
(Bandwidth, am/fm/pm quantization)

%k %k %

Leaky™”, fast
Many in the paper and in general
E.g., on Arm-v8 (re)Juse ROWHAMMER

__attribute  ((naked)) \

vold hammer civac (uint64 t xaddr) {
volatile ("LDR X9, [X0]1™);

volatile ("DSB 0xB") ;
volatile ("RET") ;

*M. Schwarz et al., “Fantastic Timers and Where to Find Them: High-Resolution Microarchitectural Attacks in JavaScript,” in FC 2017.
**Z.Zhang et al., “Leveraging EM Side-Channel Information to Detect Rowhammer Attacks,” in IEEE S&P 2020

**%*Z.Zhang et al., “Triggering Rowhammer Hardware Faults on ARM: A Revisit,” ASHES@CCS 2018.

rrrrrrrrrrrrr



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: software-control, several architectures

vold stream(volid) |
_mm_stream si11ZB(&regq, reg_one);
_mm_stream si1Z2B(&req, regq_zero);

__attribute [ {naked} )
vold hammer_civac {uinted_t waddr)
asm wvolatile("LDR X%, [XO]");

asm volatile{("DC CIVAC, XO");

asm wvolatile ("DSE OxE");
asm volatile ("RET"); Listing 2. leakyOperation for x86-64 native code (inspired from [8], [44]).

Listing 4. leakyOperation for ARME-A native code (inspired from [67]). static inline woid ien_leak (void)
ion_u=er_handle t ion_handle;
ion_alloc{icn_fd
r len, 0, ([(0xl << chipset), 0, &ion_handle);
ion_free{ion_fd, ion_handle);

cnt++;

Listing 5. leakyOperation for MIP532 native code (inspired from [44]). Listing 3. leakyOperation for ARMvZ-Al (or ARMv8-A) native code (inspired
from [H6]).

sssssssssssss



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Implementation: combine Noise-SDR with popular SDR tools

Fldigi-Noise-SDR

» Jfldigi-nolse

—s5dr -1 secret.txt —-m MODE 33X PSEZ250R —-c 4000

L
g Or Gnuradio+Offline-Noise-SDR

> ./offline-noise-sdr ft4.iq

nnnnnnnnnnnnnn



Evaluation



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Noise-SDR in action: a few examples

More videos: https://github.com/eurecom-s3/noise-sdr

WF ][_T_]_ 20 C][:]

PSK250RC3  |s/n 24 dB |imd -9 dB

[

PSK125R [s/n 18 dB |imd -16 dB |

WF - 20 [:][:]

_MFSK128 [sin 2dB

EURECOM

rrrrrrrrrrrrr
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Noise-SDR in action: a few examples

More videos: https://github.com/eurecom-s3/noise-sdr

Pros
1. Software-defined, flexible
- E A, = 2. AM, FM, PSK, RTTY, THOR, SSTV,
osne lopee  Terody ) LoRa, GLONASS C/A, etc.

3. ArmV7A, ArmV8A, x86, MIPS
4. Mobile/desktop/laptop/loT

we 4]

PSK125R |s/n 18 dB |imd -16 dB |

rrrrrrrrrrrrr
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Noise-SDR in action: a few examples

More videos: https://github.com/eurecom-s3/noise-sdr

Pros

‘ 1. Software-defined, flexible
2. AM, FM, PSK, RTTY, THOR, SSTV,
PSK250RC3  |s/n 24 dB [imd -9 dB | LORa, GLONASS C/A, etc.
: 3. ArmV7A, ArmV8A, x86, MIPS
4. Mobile/desktop/laptop/loT

‘‘‘‘
llllllllllllllll

WE ][4 ] -6

PSK125R |s/n 18 dB |imd -16 dB |

Limitations

1. Limited bandwidth

2. Limited choice of carrier
frequency

rrrrrrrrrrrrr



Security Impact



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Security impact: exfiltration, tracking, injection

. Attacker [j Victim

-\

=
1| || Victim's data
} — ' - - Exfiltration

rrrrrrrrrrrrr
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Security impact: exfiltration, tracking, injection

. Attacker D Victim

? [:] Victim's data
] — \M -  Exfiltration

——1

: B Tracking data

— \t- g Tracking

sssssssssssss
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Security impact: exfiltration, tracking, injection

. Attacker D Victim

? [:] Victim's data
— V4 - - Exfiltration

B Tracking data
' 2 Tracking
[ = gp

=

. Malicious data
‘ r Injection
L) =

=

sssssssssssss



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Examples of Exfiltration

e e e >
hae - iy .MD UV 3@0 UFlI-7VHF : RFAnalyzer
- handheld radio tuned et =
e e @400th o : '”*" LRS! i 23m
Audio cable " %
E 1.9m
A
G
Fldigi for Android (AndFimsg)
running on an Android phone,
decoding DominoEx16 messages
. AndFimsg, decoding a
s THOR16 message B
o - 7-:c.:mlun-—|—-q:——
cs -
. o RTL-SDR tuned at
2.8m

@799.7Mhz

E L
[ —
s o . ——

q

Good results in particular with THOR and RSIDs (e.g., MIPS32 >5m beind wall)
EUREOM

sssssssssssssss



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Examples of Tracking

Over the short transmission time Transmission every 15s starting

the clock is stable enough from the beginning of a UTC minute

Tracking using FT4 beacons, up to 5m on Galaxy S5 Mini
Using existing reception tools

J. Taylor, FT4, https://physics.princeton.edu/pulsar/k1jt/FT4_Protocol.pdf.
J. Taylor, WSJT, https://physics.princeton.edu/pulsar/K1JT/. EURECOM

nnnnnnnnnnnnn



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Examples of Injection

DTMF *45** NBFM Voice DTMF *44**
(Enable) (Disable)

Ve , \

FIORTEERESESE ¢ Sl loT to UHF radio injection,
IRF I R AT R ———

a few meters

-8
Q
=
Q
o3 AN ———
o
[}
—
(18

Disabled o Disabled

EURECOM

Sophia Antipaolis




G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Countermeasures
Soft-TEMPEST-specific (HW)
Reduce leakages and coupling

Soft-TEMPEST-specific (SW)
Reduce timing resolution and software control on hardware

Applications specific (SW/HW):
Shield smartphone, spoofing detection, ...

EURECOM



Results in perspective
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Security threats due to integration of digital and radio™

CPU, GPU,

GSM, ...

eMCP

(eMMC + LPDDR)

GSM + GPRS

_ | z D Much more (GPS,
A complex platform FM, WiFi, ...)
(an old one, easy to open ...) ——

EURECOM
*G. Camurati., “Security Threats Emerging From The Interaction Between Digital Activity and Radio Transceivers” doctoral thesis 2020. T L




G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

EM Interference between digital and radio components

|:| Emitter “Aggressor”

@ Noise coupling path
|:| Receptor “Victim”

K. Slattery and H. Skinner, “Platform Interference in Wireless Systems: Models, Measurement, and Mitigation” (Newnes, 2011).

S. Bronckers et al., “Substrate Noise Coupling in Analog/RF Circuits” (Norwood, MA, USA: ARTECH HOUSE, 2009).
K. Slattery and H. Skinner, “Platform Interference in Wireless Systems: Models, Measurement, and Mitigation” (Newnes, 2011).

A. Afzali-Kusha et al., “Substrate Noise Coupling in SoC Design: Modeling, Avoidance, and Validation,” Proceedings of the IEEE (December 2006).

EURECOM
*G. Camurati., “Security Threats Emerging From The Interaction Between Digital Activity and Radio Transceivers” doctoral thesis 2020. s ceet



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

Can we inject valid packets using noise?

Soft-TEMPEST

* Natural question in this context

* We need Arbitrary Modulation

* Hence the importance of Noise-SDR
 Though Noise-SDR is more general

Spoofing/Injection

sssssssssssss

*G. Camurati., “Security Threats Emerging From The Interaction Between Digital Activity and Radio Transceivers” doctoral thesis 2020.



G. Camurati, A. Francillon Noise-SDR, IEEE S&P 2022

The grand vision: GPS spoofing on the same device

Main results [ ] IIr:jectmg fake.posnlon on
Future work the same device

F—_ﬁ Use platform noise modulation

Arbitrary noise modulation ‘ l Simplified spoofing
Focus on Arm smartphones Injection into ' €.8. GLONASS C/A Codes

radio receiver

“Noise-SDR”
RFI, noise coupling, ...

e.g., GPS jamming, FM injection, NFC
modulation —

EURECOM
*G. Camurati., “Security Threats Emerging From The Interaction Between Digital Activity and Radio Transceivers” doctoral thesis 2020. Tt e
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Preliminary results on injection

Earphones < Earphones
Legitimate Legltlmate
. FM
Noise-SDR broadcast broadcast

Leakage

(Display)

A Noise-SDR Leakage
# 5 (NFC modulated by DRAM)
Y A\ /— AVARER\
Disol FM Radio FM Radio
isplay :
RX Display RX T
(Aggressor) | yictim) (Victim) a9
NFC Reader NFC Reader % Strong
X TX NF?
Carrier
DRAM
DRAM
Noise-SDR (Aggressor)
Leakage
\ / \ (DRAM) /
Smartphone Smartphone
(e.g., Wiko Fever) (e.g., Nokia 3.1)
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Preliminary results on jamming
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Future work
Optimizations
Time resolution, other types of one-bit coding, ...

Other sources / languages
JavaScript, WebAssembly, GPU, ... (some preliminary results)

Spoofing and jamming
Radios, sensors, ...
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https://github.com/eurecom-s3/noise-sdr

Noise-SDR: Arbitrary Modulation of Electromagnetic Noise
from Unprivileged Software and Its Impact on Emission Security

Relate S|mple
Noise-SDR :
tion

lon for ex 1
Sh0 — i — &0

Arbitrarily modulated EM leakage

How: DRAM accesses, pass-band one-bit coding, software-defined

Pros: flexibility, performance, reuse of existing protocols
Cons: limited bandwidth, center frequency

Implementation: ArmV8A, ArmV7A, x86, MIPS

Security impact: exfiltration, tracking, injection, ...
EURECOM
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https://github.com/eurecom-s3/noise-sdr

Noise-SDR: Arbitrary Modulation of Electromagnetic Noise
from Unprivileged Software and Its Impact on Emission Security

N SDR Relate S|mple
oise- ) lon for ex tion I:Ii
9 —_
R = &
RS S -
ec_,’i\o Arbitrarily modulated EM leakage
\D)
O How: DRAM accesses, pass-band one-bit coding, software-defined

Pros: flexibility, performance, reuse of existing protocols
Cons: limited bandwidth, center frequency

Implementation: ArmV8A, ArmV7A, x86, MIPS

Security impact: exfiltration, tracking, injection, ...
EURECOM
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The full chain

Standard . Standard Rx
SDR Flow Noise-SDR Flow

@F, + fg (Hz2)

Radio Channel ( —— o "Hello!"

E E E RX Filter E
f AR | L > f AR m o > f f
fo fe = Fi+fp
TX Baseband . . . RX Baseband
AL A

Arbitrary Radio Signal
(Modulated in Amplitude,
Frequency, Phase)

Fundamental Component of
the On/Off Square Wave
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Comparison with other radios

Data
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,Q
NON - OO
bog o

a, o

=

—~ O.

| O.
 —0.
~ 0.25
| 0.00
Y —0.25

Example of HaomDRM RF-PWM

| | 1000 1500 2000 2500 3000
??Wx%ﬂ S el

1000 1500 2000 2500 3000
0 500 1000 1500 2000 2500 3000
0 500 1000 1500 2000 2500 3000
0 500 1000 1500 2000 2500 3000
0 500 1000 1500 2000 2500 3000

Samples

Noise-SDR, IEEE S&P 2022
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Noise-SDR, IEEE S&P 2022

Implementation of discrete-time RF-PWM

Wwhile (i

while (1 <

uint64_t § = 0;

J++;
if (outputBuffer[i + j] > a)
a = outputBuffer[i + J];
1
while (1 + ] < outputBufferIndex
and outputBuffer[1i + J] < 0]
J++;
b
if (len < EDGESIZE - 1} {
edges [len++] = (asin(a)

M PI) = {(uintéed t) {(led =
edges [
len++] = {uintéed_t) {leld =

1
I

1 += J;

double a = outputBuffer([i];
while (1 + ] < outputBufferIndex
and outputBuffer([i + J] =>= 0}

< gutputBufferIndex && cutputBuffer[i++] < 0)

outputBufferIndex && len < EDGESIZE) |

{

/ samplerate);

/ samplerate);

Listing |. From a sinusoidal IF carmer {outpuiBuffer) modulated in amplitude/fre-

quency/phase to the corresponding RF-PWM square wave timings (edges).

Jlru ?I'."- 32

=2kn fy

-fﬂﬂ [ Lgi}iJ {gi}iJJ

6 [ 2% }ff)
Future Work
Model the spectrum in detail
Effect of the edges
Effect of interpolation
Effect of jitter
Etc.

ap =sin(k mr,r

EURECOM
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HamDRM to GLONASS, chose the best trade-off!
Name |Modulation |Bandwidth |

Voice AM AM 10 kHz

Voice FM NBFM 12.5 kHz

PSK31 2-PSK, USB 31Hz

2xPSK500 2 2-PSK subcarriers, USB 1.2 kHz

RTTY45.45 2-FSK, USB 170 Hz

MFSK128 M-FSK, USB 1.928 kHz

Olivia 64/2000 M-FSK USB 2 kHz

SSTV FM, USB 2.5 kHz

HamDRM QAM, OFDM, USB 2.4 kHz

FT4 4-GFSK, USB 90 Hz

LoRa CSS 8 kHz (customizable)
GLONASS C/A DSSS 0.511 MHz —

sssssssssssss



G. Camurati, A. Francillon

Evaluation

Device Type Arch. 05 Farmly - DEAM Frear  [Frp4+Blmar 58C Harmonics re
A HPERVY Laptop - Ubuntu DDES A0 M 15.062kH:  yes I
B PC Deskiop  x86-6d Windlonas DDE3 200 MEH: F5062KH:  ves l
C  Samsung Galaxy 55 Mimi Phone ARMvZ-A  Amdroad L 400 MH: 15062kH: o I-11, 13-19, 26
D Innos DE0OO Phone ARMvE-A  Android LFDDRY 800 MHz LI30OMHz oo 14
E  8Devices Carambolal loT MIFS OpenWET  DDRE2 400 MHz F5062EH:  mo -6
Protooo] Speed | Afcm)  Bicm) Cicm)  Dicm) Eicm)
Iv.1 Sumple CW2H0 20 wpm - 200 2 - 300
V.2 Simple CW 100 100 wpm 2 - - il
V3 Simple RTTY 50 6 wpim 1 3 0 30
V.4 Simple RTTY75 100 wpm ] 2 - 25
V.5 | LoRalike 8 kHe SF=8 16 byles, 11285 15 ] 0 210
UiVe | LoRa 8k SF=RT) i6bytes, 19285 | S - gy 300
V.7 | MFSK32 120 wpm 1] 20 15 1 0y
Ve | MFSKI2R 480 wpm - 9 ] 0 a4
Ve | THOR4 14 wpim B 250 1o 1o =500
i0 | THORIG SEwpm 1] 105 65 4 =500
Vil | THORIK 352 wpim - 30 5 2 65
V12 | PSKI2S 200 wpm 1] 10y 4 0 40
V13 | PSKI2SR L 10 wpm 1] 250 15 1 75
V.14 | 3xPSKIS0R 60w - 2 I - 50
V.15 | 2xPSKSM) 300 wpm - 0 {Unreliable) - I{Unreliable)
V.6 | 2xPSKSM0R 1760 wpm - l - 10
CIWIT | HamDBEM A QAMY CUTMRBeORGE. 455 |- ST G Needs muliple rans) - 5
VIS | GLONASS C/A 511 chips per | ms - - 0 -
V19 | GLONASS /10 511 chips per 10ms: Sbps - - 0 -
V20 | GPS CIAION2 codes) 1023 chips per 1(0ms - - - 0 -
vzl | FT4 77 bits, 4485 1] 100 5000 detected, see Figure 12) 1 S0
R e e L E T e B R e e R FRRIRES PRI el
V.23 | NBEFM 16-hat 44.1 kHz audio 10 10 0 =0
V.24 | S8TV Martinl A20x256RGH. 1145 2 5 0 30

Noise-SDR, IEEE S&P 2022
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Concurrent work: LoRa-like spread spectrum

Frequency
A
1 1 0
1/T1
=
Time
CCS (Simplified)

C, Shen et al., “When LoRa Meets EMR: Electromagnetic Covert Channels Can Be Super Resilient”, IEEE S&P 2021
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