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Context and objectives:

A number of research studies attempt to propose semi-formal or formal models of security
threats corresponding to multi-step attack scenarios. Amongst those, one of the most used
formalism to model and reason about these attacks scenarios is Attack Graphs (for a recent
survey, see for instance [Kay2016].

This graph is generated given a description of the system architecture (topology, configurations
of components, etc.) together with the list of existing vulnerabilities, the attacker’s profile (his
capability, passwords knowledge, privileges, etc.) and attack templates (attacker's atomic
action, including preconditions and postconditions). An attack path in the graph corresponds to
a sequence of atomic attacks. Attack graphs can then be used to perform security analysis both
offline (computation of security metrics, selection of an optimal security hardening policy) or
online (ongoing attack scenario prediction).

In the latter case of an online scenario, few works address a more dynamic analysis trying to
capture interactions between an (or several) attacker(s) and a defender in order to ease the
selection of reactive security countermeasures.

The goal of this internship is to address the problem of dynamic selection security
countermeasures using an approach based on game theory and multi-agent system
verification.

Game theory in Al is a powerful mathematical framework to reason about reactive systems.
The latter are characterized by an ongoing interaction between two or more entities, called
players, and the behavior of the entire system deeply relies on this interaction. Game theory has
been largely investigated in a number of different fields such as economics, biology, and
computer science, and more recently cybersecurity [ AB2010].

An important application of game theory in computer science and, more recently, in Al,
concerns formal-system verification. In particular, game theory has become a powerful tool for
the verification of reactive systems and embedded systems. This story of success goes back to
the late seventies with the introduction of the model checking technique [CGP99]. The idea of
model checking in order to check whether a system satisfies a desired behavior is to check
whether a mathematical model of the system meets a formal specification. For the latter,
temporal logics, such as LTL and CTL, are generally used. First applications of model checking
just concerned closed systems, which are characterized by the fact that their behavior is
completely determined by their internal states. However, in practice as of the systems are open



in the sense that they are characterized by an ongoing interaction with other systems. To
overcome this problem, model checking has been extended to multi-agent systems.
Breakthrough contributions along this direction concern the introduction of logics for the
strategic reasoning such as Alternating-time Temporal Logic (ATL) [AHKO02], Strategy Logic
(SL) [MMP14], and their extensions. Verification tools such as PRISM-game [CFK2012] or
MCMAS [LR2006] allow to encapsulate the behavior of several agents interacting in a
cooperative or non-cooperative way, and aiming at a certain goal.

Tasks:
The tasks of this internship are divided into three macro steps:
1. Study the state of the art on formal verification for multi-agent systems and on attack graphs.

2. Find an optimal approach to handle attack graphs in formal verification on Multi Agent
System.

3. Develop a tool that handles the new proposed approach.

Desirable Skills: one or more of the following
» Cybersecurity, threat modelling.
» Formal verification, model checking.

» Game theory.

Other information:

The internship will be located at Télécom Paris in Palaiseau (40mn south of the center of Paris
by public transport). It is expected that the work initiated during the internship will be continued
in the framework of a PhD.

How to apply?

Applicants should send an electronic archive to vadim.malvone@telecom-paris.fr and
jean.leneutre@telecom-paris.fr containing the following:

e a letter of motivation,

e adetailed CV,

e post-baccalaureate transcripts (at least M1 and available results for M2 or equivalent)
indicating, as far as possible, the ranking in the class,

e a document (study project report, article, etc.) written in English (if not in French)
describing one of your contributions in the field of computer science and networks.
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